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ABSTRACT 

Online banks may disclose consumers’ shopping preferences due to various attacks. With differential privacy, each 

consumer can disturb his consumption amount locally before sending it to online banks. However, directly applying 

differential privacy in online banks will incur problems in reality because existing differential privacy schemes do not 

consider handling the noise boundary problem. In this paper, we propose an Optimized Differential private Online 

transaction scheme (O-DIOR) for online banks to set boundaries of consumption amounts with added noises. We then 

revise O-DIOR to design a RO-DIOR scheme to select different boundaries while satisfying the differential privacy 

definition. Moreover, we provide in-depth theoretical analysis to prove that our schemes are capable to satisfy the 

differential privacy constraint. Finally, to evaluate the effectiveness, we have implemented our schemes in mobile 

payment experiments. Experimental results illustrate that the relevance between the consumption amount and online 

bank amount is reduced significantly, and the privacy losses are less than 0.5 in terms of mutual information 

1 INTRODUCTION 

 
In the last decade, online banks were commonly used to provide financial services. However, online banks are 

vulnerable to outsider and insider attacks. Outsider attacks include brute-force attacks, distributed attacks and social 

phishing. Insider attacks are data misused by people with authorized access. Outsider and insider attackers can collect 

the financial information of consumers to infer personal shopping preferences, consumption patterns or credit statistics. 

If consumers’ shopping records are disclosed, consumers may receive advertisement recommendation, harassing 

message and fraud emails. More seriously, it contributes to loan promotion, illegal investigation, property fraud, and 

even kidnapping. If consumers have no reasonable assurance of their accounts, they would be reluctant to use online 

banks, leading to user loss and higher cost for online banks. Therefore, appropriate methods are required to stem the 

erosion of privacy rights in online banks. To protect consumers’ privacy, existing approaches mostly used 

cryptography. Cryptography schemes mainly utilized encryption technology and authentication technology, which could 

prevent illegitimate and unauthorized access. 

 

Literature Survey 

Protecting shopping preferences with differential privacy involves ensuring that individual preferences or behaviours 

cannot be accurately determined from the data released. Here’s a literature survey on this topic: 

Differential Privacy: A Survey of Results (Dwork, 2008): 

http://www.ijesat.com/
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This foundational paper discusses the concept of differential privacy, which aims to provide strong 

guarantees about the privacy of individual data points in a dataset while still allowing for accurate 

analysis. 

3 IMPLEMENTATION STUDY 

EXISTING SYSTEM: 

If consumers’ shopping records are disclosed, consumers may receive advertisement recommendation, 

harassing message and fraud emails. More seriously, it contributes to loan promotion, illegal investigation, property 

fraud, and even kidnapping [11]. If consumers have no reasonable assurance of their accounts, they would be reluctant 

to use online banks, leading to user loss and higher cost for online banks. Therefore, appropriate methods are required to 

stem the erosion of privacy rights in online banks. 

 Proposed System & alogirtham 

we propose an optimized differential private online transaction scheme (O- DIOR), in which we define a new 

noise probability density function. The fundamental strategy is to basically eliminate the probability that noise is 

generated beyond the boundaries. The scheme can satisfy the differential privacy definition because the noise can 

be any value in a valid range to avoid the case that the consumption amount and noise can be inferred. 

IMPLEMENTATION 

In this module, the admin has to login by using valid user name and password. After login successful he can do some 

operations such as View all users and authorize, View all Transport Users and authorize, Register and Login (With 

Bank Name), View all users and authorize ,View All Transport company users and authorize, Add bank with its 

details such as name, address ,location, bpin, mailed ,bcno ,add building image,View Credit card request and Process 

with Ac. No and CRN, credit limit, Card cvv (4 digit) number Cash Limit., View all transport booking fees details for 

each company based on cluster ,View all transport booked details for each company based on cluster, View all type of 

Fraud based on cluster, View all users with Fraud and give link to show number of same user is fraud in chart. 

5 RESULTS AND DISCUSSION 

5.1 Home Page 
 

Fig 5.1 Home Page 

http://www.ijesat.com/


 
 

International Journal of Engineering Science and Advanced Technology (IJESAT)                          

Vol 24 Issue 07, JULY, 2024 

 

ISSN No: 2250-3676   www.ijesat.com Page | 180  

 

5.2 Admin Registration 
 

5.2 Admin Registration 
 

5.3 Consumer registration 
 
 

5.3Consumer Registration

http://www.ijesat.com/
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5.4 Merchant Registration 
 
 

5.4 Merchant Registration 
 

5.5 Auditor Login 
 

 
 

5.5 Auditor Login 
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5.6 Admin Login 
 

5.6 Admin Login 
 

 

5.7 Admin Menu 
 
 

 
5.7 Admin Menu 
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5.3.8 Consumer Login 
 

 
5.8 Consumer Login 

 

5.9 Merchant Login 
 

5.9 Merchant Login 
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5.10 Merchant Menu 

 

5.10 Merchant Menu 

5.11 Admin Data 

Admin Menu 
 

5.11 agent data 
 
 
 

 
 

5.12 Agent Data 
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5.13 transfer data 
 

 

5.13 Transfer Data 

5.14 Deposit Request 
 

5.14 Deposit Request 
 
 6. CONCLUSION AND FUTURE WORK 

  

protecting user data with differential privacy is a challenging problem for online banks. the method 

of directly applying differential privacy is illustrated in a dior scheme. in this paper, we propose 

o-dior, a differential private online transaction scheme to address privacy concerns during 

financial transactions. o-dior can set boundaries of consumption amount with added noise, 

considering the range of account balance in reality. 

 

with a payment application as a noise generator, activities and behaviours of consumers cannot 

be inferred from consumption records. next, we further revise o-dior to propose ro-dior, satisfying 

the need of selecting different boundaries. moreover, in- depth theoretical analysis has proved 

our schemes can satisfy the constraint of differential privacy. 
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